
CA security Management

BUSINESS CHALLENGE
Protecting information sources while also enabling user 
access is a complex process.  The more data sources 
an organization has, the more important it is to create a 
safe and effective mechanism for identifying each user, 
providing full access to authorized data sources with 
only one authentication, and managing the policies 
and record keeping required by legislation and best 
business practices.

As organizations grow, these relationships become 
complex, and multiple identities emerge across the 
enterprise, including relationships with those outside 
the company. Each group generates greater need to 
manage identity and authorization, and each group has 
its own unique security requirements.

Too often, the management of these identities takes 
place in company silos, leading to fragmented and 
inconsistent security information. Without a single 
view of the identity and authorization of each user, a 
company is at risk for data compromise. 

By implementing the CA Security Management 
solution, Rolta helps you protect your business from 
threats while simplifying your security processes.

Manage Identity, Control Access, Track Activity
security management protects data and helps ensure compliance

Solution Overview
CA Security Management is a comprehensive IT 
security solution that combats online threats, assists in 
managing users and their access to IT resources, and 
empowers clients to easily monitor and govern their 
security network. It includes three components

Identity Management•	

Access Management•	

Audit Management•	

A preferred CA partner for more than 10 years,  
Rolta can provide both the CA Security Management 
technology itself as well as implementation and 
consultative services for all of its components. This 
comprehensive approach ensures that the security 
needs of our clients are fully satisfied.

BENEFITS�

Reduces IT risk•	

Decreases downtime•	

Automates key security processes•	

Reduces administrative costs•	

Improves user and administrative productivity•	

Provides stronger security•	

Improves auditing capability•	

Improves compliance with industry, legal, and •	
corporate regulations

Reduces IT costs•	

Protects an organization’s assets•	

Protection of an organization’s assets•	



CA Security Management

SOLUTION DETAILS

Identity Management

Provisioning of user identities•	

Administration and management of identity domains•	

Management of identity directories and repositories•	

Access Management

Definition and control of data access•	

Implementation of single sign-on•	

Federation through cross-domain SSO•	

Audit Management

Collection of logs into a single, reporting repository•	

Correlation of data to analyze trends and look  •	
for trouble

Reporting on security events•	

Rolta CA Security Management experts can customize 
your CA Security Management solution and manage 
your project from blueprint to implementation, from 
training to ongoing support.

aBOUT ROLTA 
Rolta is one of CA’s most preferred partners. We have 
expertise, deep industry knowledge, and the ability 
to creatively design customized solutions for our 
customers.

Rolta provides end-to-end services including solution 
architecture, customization, integration and expert 
implementation of CA solutions.

CASE STUDY
The customer is a leader in the grocery retailing 
industry, combining expertise in two highly 
complementary core competencies—retail grocery  
and supply chain operations. The customer had  
several needs:

•	 Reducing administration costs through use of a  
ole-based computing model

•	 A centralized user management system to help  
the company comply with Sarbanes Oxley, PCI,  
and HIPAA

•	 Reducing the number of Help Desk calls related  
to forgotten passwords

•	 Simplifying systems administration and user 
management tasks

•	 Stronger security

Solution

Using Identity Manager, Rolta integrated Web Portal, 
LDAP, ADS, Top Secret and UNIX. Rolta also provided 
a Web front-end to manage parts of the system. 
User and resource information is now maintained 
on individual systems, groupware applications, and 
LDAP. To achieve a seamless user experience, Rolta 
integrated the existing SiteMinder protected resources 
and the company’s User Directory. Rolta also integrated 
directory chaining with the LDAP directory to keep user 
credentials uniform across different Web applications.
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(678) 942-5000       
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